
Journal of Chemical and Pharmaceutical Sciences                                                                      ISSN: 0974-2115 

JCHPS Special Issue 1: February 2017 www.jchps.com                                                                               Page 217 

Wireless theft detection using sensor nodes in vehicles
Agnus S. Swarnanisha Lakshmi*, A. Berlin 

Department of Electronics and Communication Engineering, M. Kumarasamy College of Engineering, Karur, 

Tamil Nadu, India. 

*Corresponding author: E-Mail: er.agnusselvaraj@gmail.com

ABSTRACT 
The concept of theft control is one of the biggest challenges we are facing nowadays in the world of 

automobiles. The human walk of life needs the automobile industry as a mandatory need. This leads to the anti-social 

activities in automobile industry such as thefts, meddling with the controls etc. So, as a step to prevent all these 

activities this work has been done. The main objective of the project is to develop a system model which helps to 

prevent theft of four wheelers by using modern technologies. The problem faced in most of the places nowadays are 

theft of vehicles, even though under security measures. So, if an automatic system is developed to detect the theft 

and also to retrieve the vehicle, it will be of an immense innovation. The recent and most developing technology of 

embedded systems and GPS/GSM can be utilized for this design. The controller will send the exact location of the 

vehicle to the car owner, and even prevents the thief from escaping by locking the doors and raising an alarm. This 

leads to grabbing of attention in public.it can be opened only if the owner gives the password to the controller. If 

implemented in real time, this system will help to reduce and limit the vehicles theft. 
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1. INTRODUCTION 

The vehicles are designed in such a way that the safety precautions for the user is taken into account. The 

system has various techniques integrated with it like air bags, GPS navigation system etc. This is for the safety of 

the driving people alone. So the security of the vehicle itself is in question. The recent growth of the technology of 

embedded system makes it easy for us to design and implement the work. The wireless sensor networks are the basic 

units. The sensors which will collect data from the environment to be measured and this data will be processed by 

the controller. The sensor quality should be assured to increase the efficiency. This system has many sensors, so a 

sensor node is formed as a whole. The developing technology of the wireless communication plays a major role here 

through the use of the GSM and GPS. 

System Design: 

Existing System: The already existing system was designed in a way to track and tell about the location of the stolen 

vehicle. The controller gathers information about the whereabouts of the stolen vehicle and informs to the owner 

specified mobile number. This was possible through the micro controller ATMEL 8051. The various sensors used 

were the piezo electric sensor which was fixed to the door of the vehicle and infra-red sensor to detect any intrusion. 

 
Figure.1. Block diagram of existing system 

Disadvantages: The disadvantages of the existing system is the failure to identify the thief. No units are integrated 

to take the proof of the thief. The face recognition can be used. But it has the disadvantage of the updating limitation.  

2. PROPOSED SYSTEM  

The system for the proposed work has the following function. The micro controller which is being used in 

the proposed work is the PIC18F452 microcontroller. This controller acts as the heart of the system. So it is the unit 

which gets input and generates the output depending on the inputs received. The block diagram for the proposed 

work is given below. The sensors nodes used includes the IR sensor, piezo electric sensor and the ADXL355 sensor. 

These sensors are used in the vehicle itself. 

 
Figure.2. Block diagram of the proposed work. 
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3. RELATED WORK DONE 

 The PIC18f452 gets input from the sensor nodes. The IR sensor is fixed to the door inner frame. The user when 

he is driving or when he enters the vehicle can ignore the signal sent from the microcontroller. But when they are 

not near the vehicle for any case, they must always monitor the signals got. The IR sensor gives the data about the 

entry of the thief inside the vehicle in public places. The signal from the door frame will be interrupted. So the sensor 

will send a signal to the controller which will take into analysis. The next case is that the car may be broken by the 

thief. When an object is broken or beaten up it will produce a particular set of vibrations which will in turn activate 

the piezo electric sensors which are installed on the vehicle metal body. This is fixed here because it is the place 

where the vibrations are bound to take place. So the micro controller receives the signal from the piezo electric sensor 

in case of above the threshold vibration in the vehicle frame, only in the absence of the user.  

  The ADXL355 sensor is the axis detection sensor, which helps to check whether the vehicle is left at the 

same place it was parked by the user. In case of locked vehicles there is chance for the vehicles to be lifted directly 

into high end drives. This can be prevented if the ADXL355 sensor is used. It will exactly identify the axis in which 

it is being shifted and then it will send the same to the micro controller. So the vehicle position can be analyzed 

continuously with the help of the input signal from ADXL355. Now the PIC18F452 has to take up the input signal 

from all three sensor nodes. We are using three sensors here because of the uncertainty of data prevalence. So to 

avoid that we have to consider the signals and form the test cases here. If at least any two of the sensors give the 

signal of the thief then the micro controller must take the necessary action. The PIC controller will first activate the 

buzzer module attached to the output part. Next the door locker module attached to the door frame will be activated. 

This will ensure that the vehicle cannot be opened once the theft is detected. This leads to the trapping of the thief. 

He will not be able to escape as the door is locked and the buzzer will ensure that the public people nearby will be 

alerted that the particular vehicle has been thieved and bought to the place.  

 

Figure.3. Circuit diagram of the work done 
Now the next challenge is to find the location of the vehicle to which the thief has taken it. The GPS 

technology will get an activation signal from the PIC controller to identify the location. This will help us in terms of 

the vehicle location. Now the data from the GPS will be consolidated and the same will be given to the controller for 

data retrieval. The retrieved data must be sent to the GSM module which is used to send the location of the vehicle 

to the owner. For this the owner number must already be stored in the controller. Then only the location can be sent 

as SMS to the number stored. The vehicle engine will be stopped as the result of the analysis. As soon as the SMS is 

sent to the owner, the vehicle will be turned off by switching off the engine. This is possible only because of the 

signal from the controller. Here the proof of concept is done by showing the DC motor. It will be automatically off 

when all these conditions are detected. So the entire explanation of the block diagram and working is given. 

Requirements: 

PIC18F452: The micro controller has the advantages of higher memory space and analog signal conversion than the 

existing system which is implemented using the 8051. The sensors will give analog output which is not recognizable 

by the controller. So a separate analog to digital conversion module is needed. So we have to interface it externally. 

This will increase the size of the product which is undesirable. So PIC microcontroller of 18f family is chosen to 

overcome this issue.  

ADXL355: The axis detection sensor is working using the principle of reed magnetic module. If the target is at 

neutral position means then the various axial values given by the sensor will be same. If the target tilts itself towards 

the x-axis then the value shown will be higher in the x-axis compared to other axes. This occurs with all other axes 

too. 

Piezoelectric Sensor: The signal which is generated due to the vibration of the target module will lead to the output 
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from the piezo electric sensor. So the electric signal which is generated from the sensor has very little value, which 

needs to be amplified by the appropriate circuit.  

GSM: The GSM module which is used is the SIM900 modem which has a frequency of 1800MHz, maximum. The 

AT commands are used to send the location of the data here. The AT commands must be initiated to establish the 

handshaking connection between the controller and the GSM module. The program part which controls the mode of 

the GSM is given as  

for(i=0;i<9;i++) 

{ 

While (PIR1bits.TXIF==0); 

TXREG=gsmmode[i]; // unsigned char gsmmode[]="AT+CMGF=1" 

} 

This SIM900 module allows you to make calls and SMS. The antenna and the power supply in given on 

board. The supply of 5v is given by the adaptor. The sim tray which is at the back of the board must be loaded with 

the sim card to send SMS to owner. The GSM module used in the work done is shown.  

 
Figure.4. GSM Module used 

GPS: The GPS module uses the NMEA format for extracting the data of the location related to the target. The NMEA 

format has various data strings like the latitude, longitude, date, time stamp, equator reading etc. So the required data 

must be taken from the string of data received through the DB9/RS232 connection made between the PIC and GPS. 

For implementing this the serial data is got into a buffer as an array and then the address of the string value of the 

latitude and longitude value is traced. Then it is copied into a separate buffer using for loop and array concept.  

 
Figure.5. GPS Module used 

Mplabide: This is the development platform for the PIC microcontroller family. It has the libraries of all the micro 

controllers as in built library. So the functions for the controllers can be accessed directly. This is suitable for 

compiling, debugging and running of the program developed. In this first the device in which the project is going to 

be built upon needs to be selected. After compilation the output file is got as .hex file. This file has to be burned or 

dumped to the microcontroller after successful debugging process. 

Proteus: The simulation software to be used here is the PROTEUS 7.7 version. This software helps to implement 

the entire block diagram in simulation so the cost of error correction in hardware can be reduced. It includes almost 

all the analog and digital electronic components. Sensors are also included in the library collection.  

Output: The proposed work has been implemented in an effective manner and output has been obtained desirably. 

The engine of the vehicle is represented by the DC motor which will be turned off in case of theft confirmation. The 

GPS and GSM module is shown in the way it is connected to the microcontroller board. The condition “lock” is 

shown in the LCD display when the DC motor is turned off. Relay is used here to switch between the buzzer and the 

LED light which shows that the vehicle has stopped.  

 
Figure.7. Output of proposed system 
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4. CONCLUSION AND FUTURE ENHANCEMENT  

Thus the proposed system of thief identification and tracking in cases of vehicle theft has been implemented 

successfully. The product developed can be implemented in real life circumstances to get better results. The future 

enhancement for the work done is face recognition integration and automatic driving to the nearby police station 

with the help of the GPS navigation option available. This will ensure that the thief cannot get away. This can be 

implemented using Internet of Things also. The controller board can also be updated to recent controllers like 

raspberry pi, Arduino R3 etc., if appropriate features are needed. Thus a product whose efficiency has been tested is 

designed to serve society automobile world through the embedded and wireless communication technology.  

REFERENCES 

Agnus S, Swarnanisha Lakshmi, Kalpana C, Manimaran A, Any Time Medicine, IOSR Journal of Electronics and 

Communication Engineering, 2014. 

Agnus Swarnanisha Lakshmi, Palanivel Rajan S, Scheduled H and X Medicine Dispenser PoC Design, Journal of 

Chemical and Pharmaceutical Sciences, Special Issue 8, 2016, 1-4. 

Dhivya R, Kavitha V, Secured Client Cache Sustain for Maintaining Consistency in MANET's, International Journal 

of Research in Engineering and Technology, 3 (7), 2014, 1-6. 

Kavitha V, Gayathri C, An Analysis on Routing and Issues in Network Layer in WMN's, International Journal of 

Scientific and Engineering Research, 6 (4), 2015, 120-125. 

Kavitha V, Palanisamy V, New Burst Assembly and Scheduling T technique for Optical Burst Switching Networks, 

Journal of Computer Science, 9 (8), 2013, 1030-1040. 

Kavitha V, Palanisamy V, Simultaneous Multi-path Transmission for Burst Loss Recovery in Optical Burst 

Switching Networks, European Journal of Scientific Research, 87 (3), 2012, 412-416. 

Mohanapriya S, Vadivel M, Automatic retrival of MRI brain image using multiqueries system, International 

Conference on Information Communication and Embedded Systems (ICICES), 2013, 1099-1103. 

Palanivel Rajan S, A significant and vital glance on, Stress and fitness monitoring embedded on a modern telematics 

platform, Telemedicine and e-health Journal, 2014. 

Palanivel Rajan S, Cellular Phone based Biomedical System for Health Care, IEEE Digital Library Xplore, 2010, 

550-553. 

Palanivel Rajan S, Experimental Explorations on EOG Signal Processing for Real Time Applications in Lab VIEW, 

IEEE Digital Library Xplore, 2012. 

Palanivel Rajan S, Paranthaman M, Vivek C, Design and Enhancement of Wideband Reconfigurability using Two 

E-Shaped Patch Antenna, Asian Journal of Research in Social Sciences and Humanities, 6 (9), 2016, 317-327. 

Palanivel Rajan S, Performance Evaluation of Mobile Phone Radiation Minimization through Characteristic 

Impedance Measurement for Health-Care Applications, IEEE Digital Library Xplore, 2012. 

Palanivel Rajan S, Poovizhi M, Design of Patch Antenna Array for Radar Communication, Journal of Chemical and 

Pharmaceutical Sciences, Special Issue 8, 2016, 38-40. 

Palanivel Rajan S, Sukanesh R, Vijayprasath S, Analysis and Effective Implementation of Mobile Based Tele-Alert 

System for Enhancing Remote Health-Care Scenario, Health MED Journal, 6 (7), 2012, 2370–2377.  

Palanivel Rajan S, Sukanesh R, Vijayprasath S, Design and Development of Mobile Based Smart Tele-Health Care 

System for Remote Patients, European Journal of Scientific Research, 2012, 148-158. 

Palanivel Rajan S, Visual and tag-based social image search based on hyper graph ranking method, IEEE Digital 

Library Xplore, 2015. 

Palanivel Rajan S, Vivek C, Blending Augmented Reality and Cloud - Need of the hour and an innovative approach, 

Journal of Chemical and Pharmaceutical Sciences, Special Issue 8, 2016, 23-27. 

Pankaj Verma J.S, Bhatia, Design and development of gps-gsm based tracking system with google map based 

monitoring, International Journal of Computer Science, Engineering and Applications, 2013. 

Pravada Wankhade P and Dahad S.O, Real Time Vehicle Locking and Tracking System using GSM and GPS 

Technology-An Anti-theft System, International Journal of Technology And Engineering System (IJTES), 2 (3), 

2011. 

 

http://www.jchps.com/


Journal of Chemical and Pharmaceutical Sciences                                                                      ISSN: 0974-2115 

JCHPS Special Issue 1: February 2017 www.jchps.com                                                                               Page 221 

Sathe Pooja, Vehicle Tracking System Using GPS, in International Journal of Science and Research (IJSR), 2 (9), 

2013. 

Sridevi A, Prasanna venkatesan G.K.D, A Survey of PAPR Reduction in OFDM Signals, Journal of Advances in 

Chemistry, 12 (23), 2016, 5478-5483. 

Sundaravadivu K and Bharathi S, STBC codes for generalized spatial modulation in MIMO systems, IEEE 

International Conference on Emerging Trends in Computing, Communication and Nanotechnology (ICECCN), 

Tirunelveli, 2013, 486-490. 

Vijayprasath S, Palanivel Rajan S, Performance Investigation of an Implicit Instrumentation Tool for Deadened 

Patients Using Common Eye Developments as a Paradigm, International Journal of Applied Engineering Research, 

10 (1), 2015, 925-929. 

Vivek C, Palanivel Rajan S, Design of Data Aware Low Power Area Efficient Data paths for Processing Elements 

in a Reconfigurable System, International Journal of Computer Science and Information Security, 14 (9), 2016,      

711-722. 

Vivek C, Palanivel Rajan S, Review of Low Power and High Speed Implementation of 3-bit Flash Analog to Digital 

Converter, Journal of Chemical and Pharmaceutical Sciences, Special Issue 8, 2016, 74-78. 

Vivek C, Palanivel Rajan S, Z-TCAM, An Efficient Memory Architecture Based TCAM, Asian Journal of 

Information Technology, 15 (3), 2016, 448-454. 

http://www.jchps.com/
https://cirworld.com/index.php/jac/article/view/4703
https://www.google.co.in/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwix-KTv5pjRAhUmTY8KHXelBS0QFggjMAA&url=http%3A%2F%2Fwww.cirjac.net%2F&usg=AFQjCNEpA5Kp3nO5XjZ-rTcEUvfFqQbU1A
https://www.google.co.in/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwix-KTv5pjRAhUmTY8KHXelBS0QFggjMAA&url=http%3A%2F%2Fwww.cirjac.net%2F&usg=AFQjCNEpA5Kp3nO5XjZ-rTcEUvfFqQbU1A

